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Design and Implementation of the Firewall Based on the NDIS Filter Driver

WANG Yawei
( School of Computer Science and Software Technology,Tianjin Polytechnic University,Tianjin 300387,China)

Abstract:Windows as the most popular individual operating system.The research of firewall in the windows

environment has certain practical significance.Host firewall packet filtering algorithm is linear search,its performance

will only get worse and worse with the increase of filtering rules,in order to improve the running speed of the firewall,the

illegal packet interception ability,in this paper,a filtering algorithm based on HASH double linked list,and by analyzing and

comparing Windows environment network packet interception technology.developed a firewall software,based on NDIS6.0

filtering flooding,after test,it has strong ability to intercept illegal packet.
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3 XEB AR (Key technology)
3.1 REhEFRYIZIT
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typedef struct _NET_BUFFER {

NET_BUFFER_HEADER NetBufferHeader;
USHORT ChecksumBias;
USHORT Reserved;
NDIS_HANDLE NdisPoolHandle;

} NET_BUFFER, *PNET_BUFFER;
typedef union _NET_BUFFER_HEADER {
NET_BUFFER_DATA NetBufferData;
SLIST_HEADER Link
} NET_BUFFER_HEADER,*PNET_BUFFER_
HEADER;
typedef struct _NET _BUFFER_DATA {

PNET_BUFFER Next;

PMDL CurrentMdl;

ULONG CurrentMdlOffset ;
NET_BUFFER_DATA_LENGTH NbDataLength;
PMDL MdlChain;

ULONG DataOffset;

} NET_BUFFER_DATA,*PNET_BUFFER_DATA;
typedef struct _NET_BUFFER_LIST {
NET_BUFFER_LIST_HEADER
NetBufferListHeader ;

PNET_BUFFER_LIST_CONTEXT Context;
PNET_BUFFER_LIST ParentNetBufferList;
NDIS_HANDLE NdisPoolHandle;

} NET_BUFFER_LIST,*PNET_BUFFER_LIST;

typedef union _NET_BUFFER_LIST_HEADER |{
NET_BUFFER_LIST_DATA NetBufferListData
SLIST_HEADER Link;

} NET_BUFFER_LIST_HEADER, *PNET_BUFFER_
LIST_HEADER;

typedef struct _NET_BUFFER_LIST_DATA {

PNET_BUFFER_LIST Next;
PNET_BUFFER FirstNetBuffer;

} NET_BUFFER_LIST_DATA,*PNET_BUFFER_
LIST_DATA;
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Fig.1 The relationship between the four types of structures
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NDIS_HANDLE FilterModuleContext,
PNET_BUFFER_LIST NetBufferLists,
NDIS_PORT_NUMBER PortNumber,
ULONG SendFlags )
{
QUEUE_HEADER NormalHead,DropHead;
SendHandler(pFilter, NetBufferLists, &NormalHead, &
DropHead);
if (1IsQueueEmpty(&NormalHead)) {
NdisFSendNetBufferLists(pFilter—>
FilterHandle, ENTRY_TO_NET_BUFFER_
LIST(NormalHead.Head), PortNumber, SendFlags) ;
}
if (1IsQueueEmpty(&DropHead)) {
NdisFSendNetBufferListsComplete(pFilter—>
FilterHandle, ENTRY_TO_NET_BUFFER_
LIST(DropHead.Head), DispatchLevel
NDIS_SEND_COMPLETE_FLAGS_DISPATCH
LEVEL.0);
}

1
s

XotRF B 18 1 R 52 i Send Hanler [m] 3] e £ AL B R
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ULONG SendHandler(

_in PMS_FILTER
pFilter,
_in PNET_BUFFER_LIST
DSrcNbls, / /R R i EE R F
_out PQUEUE_HEADER
pNormalHead, /85 E %2 KNbL
_out PQUEUE_HEADER
pDropHead/ /TR B X FEHEIRFER
) L.
PKTACTION pktAction;
PNET_BUFFER pNetBuffer=NULL;
while (pSrcNbls) {
pNextNbI=NET_BUFFER_LIST_NEXT_
NBL(pSrcNbls);
NET_BUFFER_LIST_NEXT_
NBL(pSrcNbls)=NULL;
pNetBuffer=NET_BUFFER_LIST_FIRST_

NB(pSrcNbls);
uLength=NET_BUFFER_DATA_
LENGTH(pNetBuffer);
pBuf=MyReadNetBufferData(pFilter—>
FilterHandle, pNetBuffer);
if (pBuf==NULL) {
pNumsOfNormalNbl++;
InsertTailQueue(pNormalHead, pSrcNbls);
goto DoNextNBL;// HiZME| F—#
}
pktAction=DoSendPacket(pBuf,ulLength); // %I
(N IPUR/ AT
it (pktAction==PKT DROP) {//#|badtl B
AL GNBLBEE] T —2fE 55
FILTER_FREE_MEM(pBuf);
InsertTailQueue(pDropHead, pSrcNbls); //ffi A E
fNBL
goto DoNextNBL; //E k5 F—#
}
FILTER_FREE_MEM(pBuf);
pNumsOfNormalNbl++;
InsertTailQueue(pNormalHead, pSrcNbls);
DoNextNBL:
pSrcNbls=pNextNDbl;
}
return pNumsOfNormalNbl;

}
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PKTACTION DoSendPacket(PUCHAR pData, ULONG
uLength) {

it (FFERAYRS0)
return PKT_DROP;
PLIST_ENTRY pRuleHead;
PLIST_ENTRY pRuleEntry;
BOOLEAN bFound=FALSE;
PIPFILTER p=NULL;
int id=FilterHashValue(pIP—>srclp, pIP—>
dstlp); //##khashiE®
FILTER_ACQUIRE_LOCK(&g_IPFilterManage.
Locks[id], FALSE);
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pRuleHead=&g_IPFilterManage. Lists[id];
for (pRuleEntry=pRuleHead—>Flink;
pRuleEntry!=pRuleHead; pRuleEntry=pRuleEntry—>
Flink) {
p=CONTAINING_RECORD(pRuleEntry,
IPFILTER, ListEntry);
if (p—>srclp==pIP—>srclp&&p—>
dstlp==pIP—>dstlp&&p—>srcPort==sPort&&p—>
dstPort==dPort) {
bFound=TRUE;
break ;

}

FILTER_RELEASE_LOCK(&g_IPFilterManage.
Locks[id], FALSE);

if (bFound) return p—>action;

return PKT_SEND;

}
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