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Abstract:Based on the OAuth2.0 protocol authorization code model.the paper adopts HLPSL to create a formal model

on the authentication code model.The root cause of the security vulnerability on the authorization code model is that attackers

can steal the client certificate. Through the analysis and verification of formal model by using the method of infinite state of

inertia and the optimization method of inert attackers,the paper proposes the OAuth2.0 security authorization code model,and

analyzes and verifies its zero security vulnerability in theory. Through the research,this paper provides a secure OAuth2.0

authorization protocol model,which is a guide for the authorization of the open platform with high security requirements.
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Fig.1 Authenticator model frame
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Fig.2 The OAuth2.0 protocol sequence chart
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Fig.3 OAuth2.0 verification results through AVISPA
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HIG MRS AL, W% i) & Wk gs4f @ (Client's
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Fig.4 Security authorization code model
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Fig.5 Improved OAuth2.0 verification results
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