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A Study of the Software Vulnerability Detection Method
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Abstract:After the software is attacked,the influence will be reflected in the status of the executed system call.

Therefore,the intrusion detection technology based on system calls can be applied into the detection of software

vulnerabilities.In order to analyze the executable program without source code,the concept of the system call node and

the context information are introduced to depict the dynamic behavior characteristics of the software and the localization

information of the vulnerabilities in this paper.Furthermore,the vulnerabilities can be detected and located by building

the normal behavior characteristics library based on the improved STIDE algorithm.The experiment results show that the

behavior information of the software can be obtained and the vulnerabilities can be detected accurately by applying the above

method.
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Fig.2 Flow chart of the off—line training phase
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Fig.3 Flow chart of the model online detection
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