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The Principle of Stack Buffer Overflow Attacks in Windows and the Prevention
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Abstract:Computer network security vulnerabilities and cyber attacks may occur at any time on the Internet,and the
stack buffer overflow attack is the most common network attack technology.This paper analyzes the operating principle
of the stack in Windows and the techniques of stack overflow attacks.Then,several prevention measures are proposed for
common stack buffer overflow attacks,which can prevent most stack overflow attacks.
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voidbuf(charstr(])

{

char buffer[10];

strepy(buffer, str) s

printf("buffer:%s\n", buffer);

}

B AR B ANIE P A B B 3 (a) B 3(0) s, (2448
LR T 1O FAF RN 2R (A4 "B ") #5 DLE 2 2 o [X 23 L 1Y)
10 FAFEEE I, 2 T 10 FAF AN 20 & B S #EBPAI
ECS:EIP, #&3(c), BREINAT 58 GR M bkt C 2 A2
R IE BRI T,

AEmAL bufferlo] AEmSL H ATEL e
WE »
£ »
1 »
L »
[ B
buffer(10] \0 :
1 ]
B
B
B
bufferial
EBP EBP
AR || ESVEP mEkE | S EIP -
Een Ay P : wn
(a) 7451 (b) 1E A () i ¥ai 4

B3 AN HZHAETER

Fig.3 Diagram of executing function in memory
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