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An Intrusion Detection Technology Optimization Algorithm
Based on the PSO-BP Neural Network
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Abstract:Many problems are found in the IDS technology based on the traditional BP neural network,including low

convergence speed,easily falling into the local optimal value,network paralysis,poor system stability,etc. This paper presents

an intrusion detection technology optimization algorithm based on the PSO-BP neural network which optimizes the BP

network weight with the Particle Swarm Optimization(PSO)algorithm.Firstly,an optimal initial value is obtained by using the

PSO algorithm,and then the error value is corrected with the BP nefwork algorithm to obtain the optimal value.
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(Technology optimization algorithm based on
PSO-BP neural network)
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Fig.1 Improved PSO algorithm flow
3 NEBEMZEZESWEW(Implementation of

intrusion detection system)
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Fig.2 Intrusion detection system model

4 LW RHHER ST (Experiment and result

analysis)
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Tab.l Experimental sample distribution
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NORMAL 42616 52908
UN 13455 16457
SUM 144579 186316
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Fig.3 The error performance of Improved PSO—BP algorithm
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Tab.2 Comparison of intrusion (detection results
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