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Abstract:As a hash function,SHA-1 is widely used in niodern security fields such as electronic commerce,especially

for data encrypted communication and digital signature.The ' SHA-1 algorithm is applied in many cryptographic protocols

and standards,such as the famous SSL,IPsec and PKICS.Through'the in-depth analysis of the SHA-1 algorithm and the

collision algorithm principle,the paper identifies the causes of internal collision in the SHA-1 algorithm,improves the logical

function and compression function in the algorithm,and achieves the improved SHA-1 algorithm based on the local collision

algorithm.
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Fig.1 Hash functien collision attack classification
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