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Design and Implementation of a Secure and Efficient
Cross-Domain Single Sign-On System
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Abstract: The existing cross-domain single sign-on systems have the problems of low security and poor compatibility.

To address this issue,this paper designs and implements a secure and efficient cross-domain single sign-on system.The

proposed system enhances system security by multi-factor user identity authentication and token encryption transmission.The

system also provides plug-in interface to third-party application system;largely reducing development cost.Security analysis

and performance evaluation show that the system has higher security and better performance than the existing systems,and

has a good application prospect.
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