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The Principle and Defense of SYN Flood Attack

ZHANG Wenchuan
( Lanzhou Petrochemical College of Vocational Technology,Lanzhou 730060,China)

Abstract:SYN-Flood attack is the most common DDoS attack and the most classic denial-of-service attack on the

current network.It takes advantage of a flaw in TCP protocol implementation and sends a large number of attack packets of

forged source addresses to the port where the network service is located,which may cause the semi-open connection queue in

the target server to be occupied,thus preventing other legal users from accessing.In order to effectively prevent this attack,on

the basis of analyzing the attack principle,it is found that TCP proxy defense and TCP source detection defense methods can

be used to solve this problem.Testsprove that this method can effectively reduce the harm caused by SYN Flood attack.
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Fig.1 DDoS attack schematic
2 SYN FloodIf{ &R IE(Principle of SYN Flood
attack)
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Fig.2 Three—time handshake mechanism
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Fig.3 SYN Flood attack
3 TCPIEFHFE(TCP proxy defense)
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Fig.4 TCP proxy defense
4 SYN FloodFiBhEt &4 < (SYN flood preventive
configuration command)
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Tab.1 TCP proxy and TCP source detection

configuration commands

Yyt AT

FFESYN Flood X i Btz fig firewall defend syn—flood enable

Fir BB T3 O A TCPAR BT R firewall defend syn—flood interface
{interface—type interface—number|all}
[alert—rate alert—rate—number][max—
rate max-—rate—number][tcp—proxy
{autolon}]

FE T IPHIbE TCPIAThEE  firewall defend syn—flood i pip—
address[max—rate max-—rate—number]

[tcp—proxy {auto|on|off}]

LB E T %KW TCPABIIAE firewall defend syn—flood zone zone—
name[max—rate max—rate—number]
[tcp—proxy{auto |on|off}]

e & T CPYFARI ) R Firewallsource—ip detect interface

{interface—type interface—number|all}

[alert—rate alert—rate—number] [max—

rate maxfratefnumber]
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5 TCPiREIRMIEHE(TCP source detection defense)
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Fig.5 TCP source detection defense

6 #Eit(Conclusion)

STN FloodW @ THRAGEREN “BKE” ,
DDoSH i R A, (Hi2i#l g/ rDDoSHd B, SYN
FloodWrii 2, F AT nl AR AT CP AL L2 T CP R A
T 77 40 7 SR i e ax A [, T CPAR 3 A it 22 A1) A I 2k
BRI R TR, B RS ER RS R AR R IIEAE, BT
Bij K HE PR BE— A LR S5 38 = AR 22, T AT DA RS4R3 A
THFEF IR BT
SEZ ik (References)

[1] Kumar P, TripathiM,NehraAet al. SAFETY:Early Detection
and Mitigation of TCP SYN Flood Utilizing Entropy
in SDNJ[J].IEEE Transactions on Network & Service
Management,2018(99):1.

[2] Zhou J X,LuoK,Wang X C,et al.Ore genesis of the FulePbZn
deposit and its relationship with the Emeishan Large Igneous
Province:Evidence from mineralogy,bulk COS and in situ SPb
isotopes[J]. Gondwana Research,2018(54):161—179.

[3] BroichM,Tulbure M G,Verbesselt],et al. Quantifying
Australia's dryland vegetation response to flooding and
drought at sub—continental scale[J].Remote Sensing of
Environment,2018(212):60—78.

[4] Shin Seung—won,Kim Ri—young,Jang Jong—song.Analysis
of TCP SYN Traffic:An Empirical Study[J].IEEE Trans.on
Information Theory,2006,45(8):54—63.

(5] 248, TR GPSHIh o & 40l 5 By 7y sk AT 70 []). 2 R
AR, 2018(1):45—48.

[6] 44 %5 ik, R F AR P I 50 5 b7 fp AR R []]. IR & F 3
AK,2018(8):78—82.

[7] 4 % A T WinPcap#9 4% B F AR Py A4 5 7 2 429X it 5
SEIL[)). M 423 K ,2018,37(8):46—52.

[8] 7K, =4, 78,5 AR LR A5 B[] 12 T4

F ARG AR E,2018(2):48—51.

TEHEEN:
wSON(1981-), 5, Wik, BISE BRI WAL
k.





