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Research on the Reinforcement Scheme for Android Apps
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Abstract: Android applications without any reinforcement are extremely vulnerable to de-compilation attacks,with

significant security risks.App reinforcement technology provides etfective protection for applications and increases

the difficulty of de-compilation.In this paper,an APP reinforcement scheme is proposed against the commonly

used de-compilation methods.The scheme first encrypts the resource files to be protected;Then,for the DEX file

recompilation,confusion code technology is used to reinforce the DEX file.For the secondary packaging,the signature

verification technique is adopted in this paper.Experimental results show that the proposed reinforcement scheme can

effectively prevent APK from being decompiled and thus increases the difficulty of secondary packaging.
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Fig.2 Composition of DEX file
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Fig.3 Flow chart of reinforcement scheme operation
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Fig.5 Execution process of ProGuard
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package com.pszzfr.helpme;

 import android.app.Activity;

Fig.6 Directory of target APK's source code
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import android.os.Bundle;
import android.view.Window;

public class MainActivity
extends Activity

private CCGLSyrfaceView #GLSurfaceView;

public MainActivity() {}

public void onCreate(Bundle paramBundle)
super.onCreate(paramBundle);
requestWindowFeature(1);
getWindow() . setFlags(1024, 1024);
getWindow().setFlags (128, 128);

mGLSurfaceView = new CCGLSurfaceView(this);
setContentView(mGLSurfaceView) ;

(b)DEX S 5 SCF PR AR S
A8 DEXXH R 4 iF 4 R

Fig.8 Result of de—compilation for DEX file
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Fig.7 Image comparison before and after encryption
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(a) REGIRIEFHYH L5
package com.pszzfr.helpme;
import android.app.Activity;

import android.os.Bundle;
import android.view.Window;

public final class e
extends Activity

private h e0;

public e() {}

public final void onCreate(Bundle paramBundle)
super.onCreate(paranBundle) ;
requestWindowFeature(1);
gethindow() .setFlags(1024, 1024);
getWindow().setFlags(128, 128);

20 = new h(this);
setContentView(e0);

(b) IR RS
A9 FaR DR R

Fig.9 Result of implementing code confusion
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Fig.10 Result of de—compilation for the reinforced APK
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