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Abstract: With programming language analysis and research on Web hacking, Python is regarded as the most

commonly used language on password cracking and attacking various network servers and clients. This article focuses on

the purpose of various Web attacks using Python, and analyzes various Web hacking techniques and attack processes with

examples. Based on the analysis of different Python-based Web hacking technics, the paper discusses attack processes,

hoping to provide a theoretical basis for Web security protection of enterprises and organizations.
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2 PythonZZEINEHRIL S (Advantages of Python
hacking)
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Pythoni& it T AP1, f§Metasploit. sqlmap. NmapZs®& T
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3 EEINHERIE X (Definition of hacking)
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Fig.1 Hacking technology
4 HEFPythonpyWeb EZINEHH A (Web hacking
technology based on Python)
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Fig.2 Web hacking
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XSS(Cross—Site Scriptig, EuiHiAM#;), Cross—Site
Scriptig 475 /HCSS, X 5E&KF: A F(Cascading Style
Sheets, CSS)5 iRIE, W& FLE Bl HALEH HXSSY,
HARZZ APython AR #4T, XSSEAKOETEER
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H ¥t Cookie 4% M Hacker PC, BEIXRE 824 2 1 2o i
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4.2 CSRFIiH

CSRF(Cros Site Request Forgery, B&ufiifsRthi) 2l
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Fig.3 CSRF attack process
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Fig.4 Phishing attack process
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Fig.5 Domain spoofing attack process
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Fig.6 SQL injection attack process

4.6 Web shell
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Fig.7 Web shell attack process

5 #it(Conclusion)

AT Biiweb BRI, JUT TGRS T i
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