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Abstract: With the popularity of the Internet, massive smart terminals such as mobile phones and computers have a

constant access to the network. However, in the case of limited public network resources, a large majority of terminal devices

are operated on the Intranet, the data of which cannot be directly accessible from the Extranet. This paper designs and

implements a WebSocket-based internal and external network data interaction system that realizes data interaction sharing by

establishing internal and external network data channels through WebSocket. This system provides an effective solution to

data exchange application scenarios in Intranet and Extranet.
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Fig.1 WebSocket connection and communication process
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Fig.2 System architecture diagram
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Fig.3 System functional structure diagram
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Fig.4 System authentication process
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@ServerEndpoint(" /websocket/ {userId}")

@Component

public class WebSocketServer {

/ /RERCEA B P %t W # WebSocketServer i 4

private static CopyOnWriteArraySet<WebSocketServ
er> webSocketSet = new CopyOnWriteArraySet<WebSoc
ketServer>();

/ /SRR RIE Token

@OnOpen

public void onOpen(Session
PathParam("userld") String sid) |

if(verify Token(session)){ //RiXh 7 r %4}

}
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@OnMessage

public void onMessage(String message,

session, @

Session
session) {

//HRYER PIDIFTIR & B

}
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ks, HEm g 4k WebSocket Client 2 35 ¥l — > WebSocket
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public class DataTransWebSocketClient extends
WebSocketClient{

/ /AT

public void onOpen(ServerHandshake arg0) {//4&
FAb3}
/BN FHA BB
public void onMessage(String message) {//#bFH
Hhedlbye
/ /B EHARF WebSocket iz % 2%
public void send(String data) {//%i%%HE}

}
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5 #5it(Conclusion)
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