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Abstract: This paper proposes a user permission control system based on structure of front and back end separation in
multi-user enterprise management ‘system. It helps to realize the role-based access control of different users. In this system,
the front-end framework maifily uses, Vue.js, and the back-end uses the Spring Boot for rapid construction. At the same
time, Spring Security is used as the security framework of the entire system. According to the requirements of the enterprise
management system, role authority management and users' dynamic permission are realized, and the system's demand for
extensibility is also'taken into account.
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Fig.1 The corresponding relationship of database tables
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Tab.1 Partial fields of the resource table
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id int 16
url varchar 64
path varchar 64
component varchar 64
name varchar 64
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Tab.2 Common routing guards
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Fig.2 Front—end page permission control process
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<dependency>

<groupld>org.springframework . boot</groupld>

<artifactld>spring—boot—starter—security</
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</dependency>
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Fig.3 Back—end interface permission werification process
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