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Abstract: This paper analyzes advantages and disadvantages of commonly used vulnerability detection technology
and application areas through in-depth researchion current vulnerability detection technology. The existing Nmap (Network
Mapper) source code design is improved based 'on CVE (Common Vulnerabilities and Exposures) vulnerability library.
Scanning process and ability to s€an for known vulnerabilities are also improved. Known or unknown vulnerability analysis
reports can be obtained in a few ways including mining unknown vulnerabilities, optimizing design of vulnerability mining
test generation algorithms ‘and vulnerability mining algorithms, and mining the target industrial control test system for network
vulnerabilities. Industfial.control system security assessment reports and security response strategies are also formed.
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Fig.1 Nmap scanner scanning process
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Fig.2 Test case optimization algorithm
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