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Abstract: Aiming at the pro hat‘oneynet systems are easy to be identified by attackers through delay

characteristics, this paper propgs siess network delay simulation algorithm based on integrated learning. First,
network traffic and delay in are collected in the local area network where the business service is located, and
obtains a data set after ssing. Secondly, based on Stacking integrated learning method, taking random forest
as the meta-learner, three mougls of Boosting cluster are used as primary learner for prediction, and the prediction results
are fused as the reference value for delay prediction. Then, segmented regression tree is used as a model to predict the
delay jitter characteristics. Finally, the delay reference and jitter characteristics are superimposed to obtain a comprehensive
delay model that conforms to the delay and jitter characteristics of the LAN (Local Area Network). Based on this model,
the Honeynet system delay simulation is implemented, thereby reducing the probability of being identified by the attackers.
Final experimental results of the thesis show that, compared with GBDT (Gradient Boosting Decision Tree), XGBoost and
CatBoost algorithms, prediction results of the proposed method are improved by 35.5% and 21.3% in MSE (Mean Square
Error) and MAPE (Mean Absolute Percentage Error) respectively, and they have strong expressive ability in details.

Keywords: integrated learning; network delay; Boosting; Stacking; Honeynet

1 5|5 (Introduction) AR, R 2 A EREALATR, 2 YR L
W65 IR P 452 A B, R0 2 SRy A AV o (58 A1) 4[] S ZEIAGE, 75 P B R AR BT AT PR 55 R G

AR TARMB BN . ERLEPEEARIIN FE S —, A& ERRKEHPEA, HoE BB A0 GR35 A

HEENAR, NEEERARBERIP AL TN, H TR ERS RN,

X7 TE W 25 R U AP SRR, e NRGIATEM e G 19 2% v KU HRE A% i I TE 2 T8 A PR B P R AR

FETH . WA A P HRITTH (LGG20F020016).




24555113

PRIGHESE . B H A T Al 55 M 45 I E A

25

RPm, EIEEHVEARIELIERE, MEEMRSET,
K. JEEE—ERENMGNIE, HATTH %lﬁ_lﬁlﬁﬁéﬁ%
Do ASSCARIC R M HE-T R A TR LS 55 0L, A
B ELSE EHUAIHERRIE, 3R T — RT3 g
P 28 B REARADURSE AR, 12 il Ay Boosting % = P S vA A TN E
FEHERY T, I?JHﬂﬁ?}i‘:ﬁj\ﬁx@Jﬂﬂﬁﬁiﬁﬁﬂijﬁ—ﬂﬂﬁiﬂ
I 108 3 P e I R AR AUAT 5 SRy S ) ) 5 IR RE SRR 2
T, A AR A R I I SOR .
2 MBI SHAIE(Data acquisition and
preprocessing)
2.1 REHEIREX
A SR B SR TR T I 2y 2 L S SR 3 R [ 5 i
HE SIS [R]85 B =K, DASTBh Ay B TR SO R, 40 B Y
i i BCE A B Apcap B 7 AR, DATE )5 2R dE4T 43
Bro SR HIshell A TR 0 26 i A£G, S5 R a1 R, AL
hE R, MG IE R R AR, R EETE E N BB, TR
H o TAERS ] b, SER 26 ) R4 %, 5 DRI A B 3l i
ALK

RN EE &
Fig.1 Delayed data
2.2 HIETALIE

AR R B LA B, T B AR, g X
PIRCR 2 JE PR L, 24 e A 1 e SN M A R %
i, SEUIT R B A RO 7 AR R PRI A T 4R s A

Yo o T AT, X LT, AR OB T
AL PR SE RO e B R s R =, RS
WE2FR

SRR

B Lld
EEBHBE
TS M BE
BAEPRE
R
HRTREH
180 5
RABYEZE
RABTHRIES
EEd:

RHB RS E R

B2 RAETRA L B
Fig.2 Data preprocessing steps

2.3 FHERSF

R G, TERaEdET, 0B asTEDsh—
MNEEER, il “DNS Response” #l1 “DNS Query” # T
“DNS” Jath, BimESFANTEN, HFREEIATRERE,

FRAESR I H A2 BT A T 500 3R U 2 K T £
PEHARRAE, PAIREIEGRYIGRCR . 2R ES T R
RIS EINS, EGHEEEE, A LEE D > B
FIVNGRES ], R REMEAIN2E SRS R AR, T S ATy
ZALE Y, ACEESEFEELAHTTP, HTTPS, SSDP,
DNSE 1 R E A R E LS

3 EFStackinghy it ZE 71 & j% (Stacking-based
delay prediction algorithm)
3.1 BmEOFSREEAEFRER 3
Mo O FEE R T asrmaFa, HitE oy 2%
TR PR, TENE ONBERNFE, HTHE
BRI s A BEALIE B, BRI IRIEN, R E A BUE 5 —
B ENES, EAFBEBRNREIRERARPR, fk
5B REFE R R4 _E R HE(E, ASSORE9: 00322 30040 L
VEBFIR],  H A B [B] Ay A B B] o A9 B[] P B 2 35 20 1 2R
K, ¥Ed0&EN3; RERRIBENIEER/D, K 0iRE
A5, RAF P B I RRAE J5 VR B RE S (R . B B RRAE AR
PE i (A B Rl 43R BB 43, 43 T AR s [ R0 A ] 1)
I
2 HikRik
(1B FEEUETTN . B 2 EAE R e — @ B RSE Y, B
JE ) RBUA . A 3R Stacking HESEFF Boosting 2 15 AU i
£y, BT IR R ETI
AT AL P G

Bl f%SN%k%aﬁs

YIGEH
={(fuv)i=12,--,
ﬁﬁEﬁE{fn iz

Ho, falkiA
P
HJ/\ GHPRED;

+ B A R A
@% FlFn ?ﬁxlhﬁEﬁ%ﬂ)ﬁ%ﬁ\ﬁEn 11,

(SE PN LR 1 K=K (o)
K5>RI RN e . E L

T} (1)
s fim}, AR SO A 03

g%

D, ={(fijvy)i=12,---,T,j=12,---,N}
o PO I E RS, FARN-1 I lgadE.
B2 B DMERLGE, M FEMm,
c=12-n, WEBIEEABIREN S c 3D, HARMDH
IRHE, R AL, B8m ™ 4 5 e IR SE A F
#EWp valid,,

B n RAG B 0 AR ki B B e A B Ik SR B (E
pvalidc, M A AL X ) 1A 0 AT 191 0 45 £ p_testc,
¢ =12,,n, Ffp_validii 7 E{C%Fﬁ%ﬂ%{ikﬁﬁxﬂll
HARRTRMEA R, Dk

P_validy, = }7_, p_valid, (3)

BRI AT G , SRF 915 23 A4
RTINS, L AP _testy.,

SRR A 2R X 0 1 P 5T
JaRAG, icH

(2)

iR, Hin Dp_test{HHCF

Zc p_ tEStc
P_test, = =——— (4)

$%3. A Hfiﬂﬁﬁtunéﬁmﬁ]%&: BEK 24
FOME P_valid FIR ST EP _test., FFK /I 254 351 8
P_valid I ELSE I AR AR R 5 I 26 82 0, K At 42 750
{EP_testVEHFTH MRS 50T,

ATREDY . P T S SRR RO A T
LRI AE S E(H op_base,

()BT . Boosting 5 5 v 2 h RS20 711 BT 1) 40115 B
g5, TEGBDTY B NS R B i 55 7 %k b
WLB B, HOAS SR I USRI D CR TR B A ) 3152 25 A T
1, BB B S Flp_jitter, % REE| T AR AR B E P33
R AR IR] A SC SR 43 BB [ U A A 7R 33 ) A [ v B 3l

T H f



26 TR

20214E11 8

i, icH
pwj(t) t € work_time
prj(t) t € rest_time
Horfr, pwjflprj S AR RIFI AT A Y R 4
(3 ) Hy L2 R 9 0 14 ) 00 75 30 e 2 ) B AR 25 2Ry
P_latency = p_base + p_jitter (6)

4 SLGER545iT(Experimental results and
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