Vol.25 No.2
Feb. 2022

F256 R

20224E2 H SOFTWARE ENGINEERING

B TR

XERS: 2096-1472(2022)-02-01-05 DOI:10.19644/j.cnki.issn2096-1472.2022.002.001

ETNRFINES| HEZHRERERTRUEARAR
FIEE, BOWS, A B

(1. F B AR E A 5 5T e 4R B A PR 8] & T3 SEAE R B 5007, 6% 1000815
2.7 B b T A M A5 G AR TRAE, Wl RAR 610041;
3. EAZ S FA ARG, b7 100160)
2Azhouzeyan8008@sina.com; cp975@163.com; fang4985@aliyun.com; lutao7@163.com

B E. REGHESIIARLEISCADARS, M HIE AR %22 KR, BFFCET ISR mE LA
5 B BRI SR, AR EIAGIN ) 46 S B iy H A . AT R 5E e i I AT A5 200, 8GR SOF 51 PRy i Rl I
Hohk, HEgHkE, PO, HEE D ST B, MARUIGREARFIIES, BXRCUTIIE bRRFE B SR R aR
J, BJaRMPythontf s . Sklearntlldsa > A 7 B R STHF I EALHIFT WA, ?‘6 P, B AT AL

HE ) 2% AAR S5 S HAT N ()

KA. ESHRTEh RS, BASCRmEN; AT
L 4

RESHES: TP301.6 XHMFRIRA: A

Research on Abnormal Attack Dete '%!chnology of Traction Power
Supply SCADA System edjon Machine Learning

ZHOU Zeyan', cAENG

L 4

FANG Fusheng’, LU Tao’

of Ching’Academy of Railway Sciences Co., Ltd., Beijing 100081, China;
2.China Electronic Techno: Cyber Security Co., Ltd., Chengdu 610041, China;
in C)ﬁr Security Technology Co., Ltd., Beijing 100160, China)

a.com; cp975@163.com; fang4985@aliyun.com; lutao7@163.com

( 1.Electronic Computing Technology Ins

3.Beijing Zhen

zhouzeyan8Q0

Abstract: This pa|

Machine) algorithm to achieve the purpose of detecting abnormal network attacks, through focusing on railway traction

ses to study abnormal attack detection technology based on One-class SVM (Support Vector

power supply SCADA (Supervisory Control and Data Acquisition System) system and analyzing its communication protocol
and network security risk points. Firstly, normal communication data are analyzed, and fields in the message sequence, such
as timestamp, source address, destination address, source port, destination port, are selected. Thus a training sample sequence
set are formed. Then, the message sequence data are preprocessed to form a sub-sequence feature database. Finally, Python
language and Sklearn machine learning library are used to establish a One-class SVM behavior model. Simulation data test
verifies that the proposed technology can effectively detect abnormal behaviors such as network intrusions.
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