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Abstract: With the develop

The research focuses on how t

twork applications, malicious attacks against Web services are also increasing.
alicious attack log at the first time, confirm the attacker's IP and vulnerability
location, and provide effectiv subsequent vulnerability repair and attack traceability. Malicious request URLs are
collected through vulne sting tools and Python's Sklearn (Scikit-learn) framework is used to implement SVM
(Support Vector Machines) model. Keywords and features are extracted from the collected malicious URLs and then the
models are trained. The training results are saved in Pickle mode. This system can detect common vulnerability utilization
methods such as SQL (Structured Query Language) injection, XSS (Cross Site Script), remote code execution, etc., and
provide effective help for the safe operation of Web services, vulnerability repair and re-launch, so to reduce the losses
caused by vulnerability attacks.
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