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Abstract: With the increasingly severe net
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securtty threats, only by proactively discovering existing vulnerabilities

and risks can losses be minimized. Howgver, mainstfeam anti-virus software, firewalls, etc. are passive defense technologies.

The emergence of honeypot technolo
defense. Based on Docker and Pyth

attacks. The system include

Docker module. The sys

defending against network th

es @for the shortcomings of this technology, changing passive defense to active
per proposes to design and implement a honeypot system for MySQL malicious
server simulation module, log module, capture module, management module and

apture attacker information, track and analyze hackers, achieving the purpose of actively
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Fig.4 Query packet sent to clients by server
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Fig.9 Reading attacker's QQ number
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