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anc’ldentity counterfeiting affect the security of the current blockchain system.
ity of the quantum key, this paper proposes to design a solution to realize the
by using quantum cryptography technology. In the solution, users can complete
onsistency between the hash value of client quantum key and the hash value of quantum

log in to the blockchain system, thus ensuring the legitimacy and security of user identity in

each transaction of the blockchain system. The experimental results show that quantum cryptography technology can realize

the user authentication of the blockchain system, which provides a new idea for blockchain security authentication.
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Fig.1 Blockchain authentication solution model
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Fig.2 Timeline diagram of the blockchain authentication
system
4 JAEEEIFLRIZTT (Detailed design of authentication
algorithms)
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Fig.3 Quantum key authentication solution
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Fig.4 User registration and login

5.1.2 BIREE. HIEHE

B 7 R A8 AR AL Bh i 2 B BT B S
Ja, BahumBEoESCai R, A SR EI R I AR
BT EAVSOR e N REE AT S R, AR5
B slhiin T iE —4ER IR, R CTE — 4ER P A SRR B R AR
RS, HARFEUS R SCEAT IR A S 8 3
5.2 EHASEHLER

LM MR E R, PSR L EE TN
By i AN B 91 2 M 55 A B o) A% 2l i 5 4 1 2 B
MY, K AYRTmER rEHFs, MR TRER T
TS, ARG RR sl A TGN SPTR .



52655541 T A,

— b TR R R EE B AR TT R 41

————— BEGIN RSA Private Key-----
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AAAAA BEGIN RSA Public Key-----
MIGTMAOGGCSqGSIb3DQEBAQUAAAGNADCBiQKBgQD1f1XKBxd8efsR2c1vHZCQVSVS
kQMyChHx4+76SSezexVzQTro+2dpTeDOobvgSIbmndf5Y/xD26a2x5ZbaNZ4i0RT
NNA4+aBMvIclwwE4UVTUZAqOWB1E1ZTCBZRTIPpYEFSPMLRSDYTNUS/MS24PERWO
NojFW2Y1l/gJljutoaRQIDAQAB

————— END RSA Public Key-----
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Fig.5 Mobile public key and private key
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