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Abstract: In the domain o ile Crowd sensing, user data privacy faces multifaceted security threats. To

enhance privacy protection his study proposes a privacy-preserving transaction scheme. By integrating
multi-layer encryption te sy\an anonymous credential system, and user incentive mechanisms, the scheme aims to
safeguard user priva promoting active participation. Experimental results demonstrate that dual-core phone
authentication and pseudoym generation require an average of 8 seconds, with quad-core devices delivering superior
performance. When using TOR, the latency is approximately 10 seconds. In scenarios with 100 active tasks, the Private
Information Retrieval protocol completes within 3.5 seconds, confirming the scheme’s efficiency and practicality while
significantly outperforming existing methods.
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Fig. 1 Data privacy-preserving transaction in mobile

crowd sensing scenario
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